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^METHQIL, — SXSXEM AND_ APPARATUS 
FOR AUTHORIZATION AMD VERIFICATION OF DOCUMENTS 



Field of the Invention 

5 

This invention relates to novel methods, systems 
and apparatus for preparing, linking, filing, accessing, 
sorting, retrieving, transmitting and auditing 
documents, including reports, collections of data, etc., 

10 and, more particularly, to systems, apparatus and 
methods for linking legal documents to the identity of 
the individuals who are authorized access to said 
documents and reports. The instant invention further 
includes a novel method, system and apparatus for 

15 preparing, linking, filing, accessing, retrieving, 
transmitting and auditing of said documents such as 
medical testing related documents of litigants and in 
particular linking identity of legal authority mandating 
testing and individual mandated by court to be tested 

20 with test specimen and resulting medical records of 
tests performed. 

Background Art 

25 Documents and reports whether in written or digital 

format are prepared, stored and retrieved in order to 
perform the daily functions of commerce and social life. 
Examples of such documents include legal paperwork such 
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as contracts, wills, proceedings, judgments, orders and 
the like. Consistent with sound legal practice, it is 
necessary for judges, courts and attorneys to prepare, 
record and review a wide variety of documents including 
5 consultations with experts, outlines of questions, 
client interviews, depositions, notes and copies, 
research regarding legal issues, case law relative to 
legal issues of a case and the like. Furthermore, the 
court has need to order actions such as mandated drug 

10 testing and the like and to prepare and archive such 
orders and to receive reports of such orders and testing 
and to archive and store for later reference such test 
reports and many other types of documents such as court 
orders, trial proceedings, evidence lists, jury 

15 instructions and the like. The rapid, efficient and 
accurate preparation, linking, filing, accessing, 
sorting, retrieving, transmitting and auditing of said 
reports and documents is important to the secure, 
efficient, and just functioning of commerce such as the 

20 judicial courts. Several systems are known to 

conclusively link such documents with the identity of 
the humans involved with and authorized to access said 
legal documents. Examples of systems for accomplishing 
this include US Patent No. 5,444,615 Attorney Terminal 

25 Having Outline Preparation Capabilities for Managing 
Trial Proceedings filed 20 October 1994 which prior art 
is hereby incorporated herein by reference. 
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It is further necessary to secure said documents 
from unauthorized access and alteration. Current 
systems however are cumbersome and often require manual 
retrieval with difficulties in manner of search such as 
5 lost documents and files misplaced. Files may be lost 
and important documents may not be retrieved in a timely 
manner. Furthermore, current systems are linked often 
to the name of a litigant or judge and such names are 
often miswritten or misspelled or similar in sound 
10 leading to problems in filing and retrieval of records. 
There are presently a large number of personal 
identification systems that directly identify an 
individual through some portion of the anatomy, e.g. 
fingerprints, iris of the eye, x-rays, etc. However, 
15 none of these systems can be conveniently linked to 
document identification, sorting or retrieval systems. 

Legal documents may comprise court orders, trial 
proceedings, evidence lists, jury instructions and the 
like, etc. Known methods for identifying and linking a 
20 litigant's name, social security number and other 
information with the legal documents and reports include 
linked computer file databases and physically 
associating litigant identifying data to the printed, 
numbered document or report. However, associating 
25 documents and reports with the wrong litigant is still 
common in the legal practice. 

The liability and inconvenience for the litigant 
and the legal practitioner and court as a result of 
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associating said documents and data with the wrong 
litigant can be considerable* Liability can include 
inefficiency and time consuming mistakes in applying 
court orders, unnecessary proceedings, repeated searches 
5 for lost documents, psychological distress on the part 
of the litigant and legal recourse against the legal 
practitioner . 

Given these and other shortcomings in the art, the 
need for certain new and useful improvements is evident. 

10 Accordingly, it would be highly desirable to provide 
improved methods, systems and apparatus for preparing, 
linking, filing, accessing, sorting, retrieving, 
transmitting and auditing of legal documents and in 
particular linking said legal documents to identity of 

15 litigant or other individual with whom the documents 
pertain and for whom access is appropriately 
facilitated. 

It is an object of the present invention to provide 
new and improved methods, systems, and apparatus for 
20 filing and retrieving documents and reports using two 
dimensional bar code technology and biometrics. 
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Disclosure of the Invention 



10 



The above problems and others are at least 
partially solved and the above purposes and others are 
realized in improved methods, systems and apparatus for 
preparing, linking, filing, accessing, sorting, 
retrieving, transmitting and auditing legal data and in 
particular for linking litigant identity with his or her 
drug testing studies and associated linkage of judge 
ordering said mandated drug testing. In a particular 
embodiment the invention provides a method of linking 
medical information with the identity of a litigant 
supplying the medical specimen, comprising the steps of 
recording the court order linked to the judge issuing 
15 the order, collecting biometric data indicative of the 
identity of the judge issuing the order, collecting 
biometric data indicative of the identity of the 
litigant as registration of litigant for whom drug 
testing is ordered, collecting digital photograph of the 
face of the litigant as verification of appearance of 
litigant for whom drug testing is ordered, re-collecting 
litigant biometric data at the collection point of 
collecting a medical specimen from the litigant suitable 
for drug testing for example blood, urine, hair or sweat 
25 sample using the procedure of wearable or swipe patch 
specimen of PharmChek of California or Securetec of 
Germany, and linking the biometric data of both the 
judge and the litigant with the digital photograph of 
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the litigant and the medical information gained from 
testing the specimen to form a document expressing the 
medical information and the litigant identity and judge 
biometric data and linked to the litigant digital photo. 
5 The method may further include the step of storing the 
record to a data base of a computer in the form of a 
data file. To ensure the record concerns a specific 
litigant, the method may further include the steps of 
re-collecting a digital photo indicative of the 
10 appearance of the litigant at the time of specimen 
donation and comparing the re-collected digital photo 
with the digital photograph of the litigant at 
registration. To ensure the record concerns a specific 
litigant, the method may further include the steps of 
15 re-collecting biometric data indicative of the identity 
of the litigant and comparing the re-collected biometric 
data with the litigant biometric data of the data file. 
A means of comparing the biometric data are described in 
a preferred embodiment of computerized means using low 
20 density encoding methods such as smart cards or 
specifically a two-dimensional bar code. 

Briefly, to achieve the desired objects of the 
instant invention in accordance with a preferred 
embodiment thereof, provided is a method for the 
25 authorization of documents comprising the steps of 
preparing a record for future reference by authorized 
personnel including providing a document including data 
pertaining to an individual, collecting biometric data 
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from the individual and forming a bar code including the 
biometric data, attaching the bar code to the document, 
and storing the document and attached bar code; and 
authenticating the document and attached bar code upon 
5 removal from storage by collecting current biometric 
data from a person allegedly the individual, comparing 
the current biometric data to the biometric data 
included in the bar code, and confirming by a positive 
comparison that the person and the individual are 
10 identical and that the document pertains to the person 
and the individual, and authorizing the removal of the 
document from storage. It should be understood that the 
term 'authorization 1 as used throughout this disclosure 
includes verification of documents and persons to whom 
15 they pertain as well as authority to access the 
documents. Also, the term 'bar code' is defined herein 
to mean any of various two-dimensional bar codes, cross- 
hatched codes, bar codes with a non-copy type of 
background, and bar codes that are readable by either 
20 optical, magnetic, or any other of the well known means* 
To further achieve the desired objects of the 
instant invention in accordance with a preferred 
embodiment thereof, provided is a method for the 
authorization of documents comprising the steps of 
25 preparing a record for future reference by authorized 
personnel including providing a document, collecting 
biometric data from an individual requesting authority 
to become an authorized person to access the document, 
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forming a bar code including the biometric data from the 
individual, attaching the bar code to the document, and 
storing the document and attached bar code; authorizing 
access to the document by collecting current biometric 
5 data from a person requesting access to the document, 
comparing the current biometric data to the bar code 
attached to the document, and confirming by a positive 
comparison that the person requesting access and the 
individual are identical and that the person has 

10 authority to access the document. 

To further achieve the desired objects of the 
instant invention in accordance with a preferred 
embodiment thereof, provided is a method for the 
authorization of documents comprising the steps of 

25 preparing a record for future reference by authorized 
personnel including providing a document including data 
pertaining to an individual, collecting biometric data 
from the individual and forming a bar code including the 
biometric data, attaching the bar code to the document, 

20 and storing the document and attached bar code; 
authenticating the document and attached bar code by 
collecting current biometric data from a person 
allegedly the individual, comparing the current 
biometric data to the biometric data included in the bar 

25 code, and confirming that the person and the individual 
are identical and that the document pertains to the 
person and the individual; preparing the document for 
future access by authorized personnel including 
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collecting biometric data from an individual requesting 
authority to become an authorized person to access the 
document, forming a bar code including the biometric 
data from the individual requesting authority, attaching 
5 the bar code to the document, and storing the document 
and attached bar code; and authorizing access to the 
document by collecting current biometric data from a 
person requesting access to the document, comparing the 
current biometric data to the bar code attached to the 
10 document, and confirming that the person requesting 
access and the individual are identical and that the 
person has authority to access the document. 

Briefly, to achieve the desired objects of the 
instant invention in accordance with a preferred 
15 embodiment thereof, provided is apparatus for 
authorization to access documents including the document 
to be accessed, a bar code including biometric data from 
an authorized individual attached to the document, 
apparatus for collecting current biometric data from a 
20 person requesting access to the document, and comparing 
means for comparing the current biometric data to the 
bar code attached to the document to confirm by a 
positive comparison that the person requesting access 
and the authorized individual are identical and that the 
25 person has authority to access the document. 

The invention may also provide a system for linking 
legal information with the identity of a litigant who is 
principally associated as the subject of the legal 
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information comprising first apparatus for collecting 
biometric data indicative of the identity of the 
litigant, second apparatus for collecting digital 
photograph from the litigant, and third apparatus for 
linking the biometric data with the digital photograph 
and for forming and storing a document expressing the 
legal information and the biometric data and the digital 
photograph. The first apparatus normally comprises a 
biometric scanner, and the third apparatus normally 
comprises a computer coupled or linked with the first 
and second apparatus in data communication. 

Brief Description of the Drawings 

The foregoing and further and more specific objects 
and advantages of the instant invention will become 
readily apparent to those skilled in the art from the 
following detailed description thereof taken in 
conjunction with the drawings in which: 

FIGS. 1 through 4 illustrate a simplified diagram 
of a verification system and method of using same in 
accordance with the present invention; 

FIG. 5 illustrates a flowchart of method steps for 
legal data collection, recording, updating and data 
> access using biometric data with suitable judicial 
review; 

FIG. 6 is a block diagram illustrating the steps 
involved in auditing the database using biometric codes; 
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FIG. 1 is an illustration of a clerk confirming 
litigant identity as litigant consents to registration 
of litigant biometric; 

FIG. 8 illustrates an attorney surrogate copying 
5 litigant drug testing file on digital copier using iris 
code authorization by surrogate; 

FIG. 9 illustrates an attorney accessing litigant 
file over encrypted transmission line; 

FIG. 10 is an illustration of the authorization of 
10 a judge to transmit a legal document to a website over 
the Internet using biometric code authorization and 
encrypted data transmission; 

FIG. 11 is an illustration of the fax apparatus in 
use wherein the sender enters biometric code and the 
15 receiver optionally also enters biometric code on linked 
biometric scanners ; 

FIG. 12 is a diagram of the standard registration 
station of the instant invention in one embodiment; and 
FIGS. 13- 23 illustrate various interrogations and 
20 instructions descriptive of the use of the instant 
invention in drug testing a litigant, as they appear in 
the system. 



Best Modes for Carrying Out the Invention 

Ensuing embodiments of the invention comprise new 
and improved methods, systems and apparatus for 
accurately linking human subject biometric data with 
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documents pertaining to him or her as subject or to 
which access is appropriate for example legal documents 
and reports with respect to the subject of court 
mandated testing and with respect to access to results 
5 of such court mandated testing. Further, the new and 
improved methods, systems and apparatus include means 
for verifying the accuracy to the users during each use. 
A wide variety of legal documents and reports 
containing information concerning legal matters such as 
LO court orders or legal proceedings or subjects, whether 
stored in a computer data base or in hard copy form, may 
be classified under the ambit of legal documents. 
Furthermore, linking the biometric data of a human 
subject with his or her pertinent legal documents in 
15 accordance with the invention prevents mismatching legal 
documents with the wrong litigant or judge. Throughout 
this disclosure the terms "biometric" and "biometric 
data" are defined as data collected by biometric devices 
or systems, which are those that collect and process 
20 data files consisting of data representing a measurement 
of some particular aspect of a human body or body 
function, such as an iris scan, fingerprint, 
handwriting, facial recognition, etc. The biometric 
device or system functions by registering an individual 
25 and taking an initial biometric reading. The device or 
system then takes a second reading and performs a match 
of the second reading to the initial reading to verify 
that they represent the same individual. One of the 



WO 00/31677 PCT/US99/13049 

13 

limiting factors to an expanded use of biometric devices 
or systems is the lack of sufficient feedback to the 
user which can satisfy that user of the accuracy 
achieved using the biometric method of identification. 
5 Typically a biometric device or system has an 

admitted error rate that is often expressed as false 
accept and false reject statistics. Such error rates 
admit a problem occurs on occasion, albeit rare, and 
that the biometric device or system may, for example, 
10 incorrectly match a biometric reading of one individual 
to a data file of another individual (false accept) or 
alternatively not match any data file despite the fact 
that the person is registered within the system (false 
reject) . The implication of such errors depends on the 
15 application that the system is supposed to be 
performing. For example, denying physical access to a 
job site based on a false reject of a biometric reading 
of a user who is authorized to enter that job site is a 
relatively minor problem since that person can merely 
20 reapply another biometric reading and likely gain 
access. A more severe consequence of a false accept by 
such a biometric system applied to monitoring site 
access might be permitting access to someone not 
authorized, for example to a bank vault. 
25 Some applications of biometric systems involve such 

sensitive matters that proper functioning can tolerate 
no errors. One example is the use of biometric systems 
to deliver health test data such as medical reports. In 
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such cases the use of biometric devices or systems which 
have even a rare false accept or reject of data files is 
problematic. Furthermore, the user of such an 

application might well be aware of the sensitivity of 
5 the application. In such circumstances and in 

accordance with the present invention, the user of a 
biometric identification system applied to a very 
sensitive application, can have confidence that the 
proper biometric match has occurred because the 

10 biometric systems described below optionally provide a 
feedback giving the user evidence of a proper match. 
Furthermore, where governmental oversight bodies, such 
as the FDA, are asked to accept the match of important 
data, such as medical data, to a user through a 

15 biometric system, there is a need to provide some means 
of verifying, double-checking, or auditing of a correct 
match. Thus, herein disclosed is a verification or 
feedback system or means that verifies to a user or 
observer that a biometric device or system has 

20 functioned properly. The verification or feedback 
system or means provides a feedback signal that can take 
the form of a visual feedback and in such format should 
present to the user an image which, by the display of 
such image, conveys confidence that the biometric system 

25 has performed properly. 

In a preferred embodiment of the verification 
system, the user registers a first biometric, such as a 
right eye scan, in a standard manner, for example by 
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providing an iris scan using commercially available 
equipment from IriScan of Marlton, New Jersey, The 
system has a digital camera linked in it and the user, 
while giving the iris scan for registration, has his or 
5 her full face photo taken, preferably with a digital 
camera. The digital image data is then entered into a 
computer in the verification system. The same user then 
registers a scan of the left eye and the right and left 
iris scans data files are linked in the computer of the 

10 system to the digital image data from the photograph. 
Label data, in the form of bar codes, etc. (to be 
described in more detail presently) can be generated by 
the computer of the system as needed. 

At any later time, the user returns and wishes to 

15 use the bioxnetric system, for example to access medical 
test results from analysis of his specimens which were 
submitted anonymously to the laboratory and identified 
only by label data linked to the biometric data of the 
user. In the instant embodiment, the user performs a 

20 right eye scan and the biometric system matches the 
correct data file of the right eye biometric* This 
match also identifies the photo digital data linked by 
the computer in the file. In this embodiment the user's 
image is split into segments which are approximately 

25 every other segment of the full face photo to be 
displayed on a monitor. 

The user then scans his or her left eye and the 
biometric system correctly matches the left eye 
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biometric data to the user's stored file. The left eye 
biometric data stored in the user's file is also linked 
to the full face photo, which is similarly divided into 
alternate segments. This time the alternate segments 
5 chosen for display are the other half of the full face 
photo displayed in response to the right eye scan. The 
computer program is written to instruct the biometric 
system to display the two alternately segmented images 
together, thus forming a complete full face photo which 

10 is the image of the user* The user, seeing his or her 
image on the monitor, is able to recognize the photo and 
know that both biometric matches were correct. The 
system can then be activated to display the desired 
medical data such as test results. In some instances it 

15 may be desirable that the photo not identify the user 
and in such cases a personal photo known to the user can 
be scanned into the user's file in the computer memory 
as a substitute. For example, a family picnic or a 
photo of a pet could be used. The user would recognize 

20 the photo when composited on the monitor through right 
and left eye scan matches. 

The verification system is illustrated and 
disclosed in more detail with reference to FIGS. 1 
through 4. Referring specifically to FIG. 1, a user 30 

25 inputs a biometric reading, which in this specific 
example is a right eye iris scan, using an iris scanner 
31 attached to a computer 33 having a monitor 34. Iris 
scanner 31 can be any one of several commercially 
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available iris scanners, such as one from LG 
Technologies of Korea or IriScan Corporation of Marlton, 
New Jersey. Immediately after the right eye iris scan, 
user 30 turns to a digital camera 35, which is also 
5 linked to computer 33, and an operator 37 pushes a 
button on digital camera 35 causing digital camera 35 to 
take a full face picture of user 30. User 30 then turns 
back to iris scanner 31 and registers a left eye iris 
scan. Software in computer 33 splits the full face 
10 image of user 30 from digital camera 35 into two partial 
images, typically by alternating segments (e.g. each 
partial image includes four alternate 45° segments) or 
by radial division of the image according to a center 
point at the bridge of the nose and proceeding according 
15 to the compass beginning at zero degrees and alternating 
every other 15 degrees. Two partial images can also be 
formed by alternating a specific number of horizontal 
sweep lines in monitor 34. For example every other five 
sweep lines could be in alternate images. Thus, sweep 
20 lines 1-5, 11 - 16, etc. would be in the first partial 
image and sweep lies 6 - 10, 17-21, etc. would compose 
the second partial image. 

The portion of the facial photo of user 30 to be 
assigned to the right eye data file is referred to as 
25 the first partial image and the portion of the facial 
photo to be assigned to the left eye is referred to as 
the second partial image. The right eye iris scan is 
processed by computer 33 and is placed in a file. The 
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file also has stored therein the first partial image, 
which is linked to the right iris scan. Similarly, the 
left iris scan is processed by computer 33 and is placed 
in the file and linked to the second partial scan, which 
is also stored in the file. Further, any sensitive data 
of user 30, such as HIV medical test results, is stored 
in the file and the file is locked so that it can be 
accessed only by authorized personnel. 

Referring additionally to FIG. 2, user 30 (at some 
later time) returns to iris scanner 31 for the purpose 
of identification and access to his sensitive data file 
under his biometric linked file in computer 33. In this 
instance, user 30 brings with him a second person 38 for 
whom he wishes to display the sensitive data on computer 
monitor 34. User 30 inputs his right eye iris scan by 
way of iris scanner 31. The iris scan is processed and 
matched correctly to the database item corresponding to 
the right eye of user 30. This match is correct and 
causes computer 33 to display the first partial image 
designated 40, of user 30, which in this specific 
embodiment includes alternate arcuate segments from 
zero to 45 degrees, 90 to 135 degrees, 180 to 225 
degrees, and 270 to 315 degrees. 

Referring additionally to FIG. 3, user 30 inputs a 
second biometric reading, in this specific example the 
left eye iris scan using iris scanner 31. The left eye 
iris scan is correctly processed by computer 33 and 
correctly linked to the database item corresponding to 
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the left eye iris scan of user 30. This match is 
correct and causes computer 33 to display the second 
partial image designated 41, of user 30, which in this 
specific embodiment includes alternate arcuate segments 
5 from 45 to 90 degrees, 135 to 180 degrees, 225 to 270 
degrees, and 315 to 360 degrees. The superimposing of 
the first and second partial images 40 and 41 on monitor 
34 produces a full face image of user 30. 

Digital camera 35 linked to the verification system 
10 is again signaled or activated by operator 37 and takes 
a second full face photo 42 of user 30. Computer 33 
receives the second digital image data and links that 
data to a transaction record which also includes the 
details of which iris files were matched and composite 
15 photo 40/41 produced by the right and left iris matches ♦ 
Computer 33 optionally displays the second transaction 
facial image 42 side by side (see FIG. 4} with composite 
image 40/41 produced by the match of the right and left 
iris scans of user 30. A record of the two images is 
20 placed in the transaction data file. These two images 
side by side constitute a record of the transaction 
which is auditable. 

In the case where an incorrect match is made, for 
example, to a right eye iris scan file, computer 33 will 
25 display on monitor 34 a partial image that is of another 
individual than the true identity of user 30. Even 
where the left eye iris scan is correctly matched, the 
composite image will not be of user 30 but rather of 
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another or a distortion such as a composite of two 
different individuals. Thus, the method, system, and 
apparatus herein disclosed permit user 30 and observer 
38 to see that the match has been in error and that a 
5 rescan is required in order to find a correct match. As 
will be understood upon studying the various embodiments 
disclosed below, the verification system described above 
can optionally be incorporated in any of the embodiments 
disclosed below or can be a system which stands alone. 
10 In a specific example of the present invention, 

verification of a patients identity occurs as the 
litigant proceeds to the laboratory for donation of a 
specimen for drug testing. Laboratory personnel 

recollect biometric data from the litigant from the same 
15 part of anatomy as used to register the litigant at the 
court, for example the same eye iris scan or the same 
finger scan. The computer retrieves the registration 
data by comparing the input of litigant biometric data 
at the laboratory to the litigant biometric data 
20 recorded in the computer file at the time of litigant 
registration. The computer, after matching the 

biometric data, retrieves the digital image of the 
litigant and displays the litigant image on the monitor 
of the computer of the laboratory. The laboratory 
25 technician, as one means to verify identity of the 
litigant, optionally compares the image on the monitor 
to the image of the litigant presenting himself in the 
laboratory. Furthermore, the laboratory technician may 
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ask for additional identification from the litigant such 
as driver's license to compare to the demographic data 
stored in the computer file linked to the litigant 
biometric. Optionally, the technician can also compare 
5 the monitor image of the litigant to the litigants image 
on the demographic card. Once the comparison verifies 
the identity of the litigant the computer signals the 
bar code printer to print a two-dimensional bar code 
sticker to be placed on the specimen container which 
10 contains the specimen donated by the litigant, see for 
example US Patent No. 5,876,926, entitled Method. 
Apparatus and System for Verification of Human Medical 
Data, filed 6 August 1997, and incorporated herein by 
reference . 

15 The biometric data of the ordering judge can be 

linked in the computer to a data file of the litigant 
and order for drug testing. The computer and its 
software and printer can be easily configured to print a 
hard copy of the results of the drug test having a two- 

20 dimensional bar code of the biometric data of the 
litigant that the drug testing study concerns. 
Certainly the litigants name, address, social security 
number and other information may also be linked to, and 
printed on, the hard copy of the litigants drug testing 

25 study and the computer data file of the litigant linked 
to the digital photos of the litigant at registration 
and the digital photos of the litigant taken at the 
laboratory during specimen donation. 
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In accordance with the present method, when a judge 
orders a drug test on a litigant, the judge is granted 
access to the resulting data file via alphanumeric 
access code on computer keyboard or optionally via the 
5 judge registering his biometric code as access code and 
matching that registered code during access or 
preferably by the judge scanning the litigant bar code 
from litigant file. Typically the judge assigns a legal 
clerk to review the drug testing of each litigant 
10 mandated to submit to drug testing. The clerk has 
access based on an access code which the clerk inputs 
into the keyboard or optionally the clerk registers his 
biometric code for access authority. The data files can 
be accessed from the computer and viewed on a computer 
15 screen, or printed from the computer as a report bearing 
the two dimensional bar code encoding the biometric code 
of the litigant. 

Another embodiment of the invention contemplates a 
method, system and apparatus for allowing a litigant to 
20 re-enter his biometric data at a later date after, for 
instance, completing the series of court mandated drug 
testing. This may be accomplished by scanning the two- 
dimensional bar code printed on the litigant's drug 
testing reports and file in the court records and then 
25 scanning the litigant biometric data, wherein a computer 
receives both bar code data and biometric data and 
compares them to confirm that the drug testing reports 
represent data regarding the same litigant. This 
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process can be accomplished by utilizing a bar code 
printer attached to the laboratory computer which 
relates the biometric code of the specimen sample and 
then prints the corresponding two dimensional bar code 
5 on the report. The biometric scanner linked to a 
computer located at the court having access to the 
laboratory data files optionally by ISDN line or modem 
is linked to the data system containing the drug testing 
reports and corresponding biometric data. This 

10 comparison provides the legal clerk or technician or 
judge with an exemplary means of verifying that the 
identity of the litigant matches the identity of the 
individual tested by the laboratory in accordance with 
the court order . 

15 in a preferred embodiment a rendering of the 

digitized iris data, such as a two-dimensional bar code 
of litigant, can be placed on the master file, each 
individual laboratory report and in computer linked 
files for electronic comparison and printing. Sorting 

20 of reports for filing in a master file is then 
envisioned by scanning of the two dimensional bar code 
on the report and then scanning of the two dimensional 
bar code on the file cover and then placing the report 
into the file where the computer confirms a match, 

25 indicating that the biometric code of the identity of 
the file matches the biometric code identifying the 
donor of the specimen used for testing and reported on 
the test report. 
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In one embodiment, the present method and apparatus 
includes the use of an encryption for data files and 
optionally a network of linked computers such as linked 
to the Internet. The system uses, as identification for 
5 a person, a biometric measurement or data of a portion 
of the anatomy of that person. Biometric measurements 
or data can include fingerprint or iris of the eye 
patterns, or measurement of a function of the anatomy of 
said person such as signature or voice recognition or 
10 voice print, etc. The biometric measurements or data 
are then encoded for storage in a computer database or 
other storage medium. Encoding typically takes place 
during the process of obtaining the biometric data. The 
use of the invention for the authorizing attorney is 
15 similar to the system for physician authorization as 
disclosed in PCT/US 99/08120 entitled Method, System and 
Apparatus for Biometric Identification filed 14 April 
1999, invented by the same inventor as the instant 
invention, owned by the same entity, and incorporated 
20 herein by reference. 

As a preferred embodiment, the use of an iris scan 
is herein disclosed wherein each attorney within a 
geographic region or jurisdiction, such as within one 
state, authorized to access data computer files of the 
25 system computer, is registered by his or her iris code 
created from an image of his or her iris. This 
registration can be made using, for example, an iris 
scanner such as produced by IriScan of Marlton, New 
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Jersey or the auto-focus iris scanner of LG Technologies 
of Korea, The iris scan measurement is encoded and 
filed in a computerized database optionally within a 
single database of a central computer. The attorney 
5 when authorizing formation of a data file for a litigant 
or client will have in his office an iris scanner and 
will instruct the litigant or client to enter iris data, 
typically from the right eye, into the scanner. This 
scanner is linked to the central database of the 
10 computer system of the attorney. The litigant or client 
encoded iris scan data and the attorney encoded iris 
scan data are thus linked in a data file which 
optionally includes further specifications such as time, 
date, legal notes, court orders, court mandated drug 
15 testing data and the like. It will be understood that 
while an iris scan is used for purposes of example in 
this specific embodiment, other biometric measurements 
or data can be employed and encoded for storage into the 
computer data base. 
20 When the litigant or client visits the attorney to 

have a second interview or legal consultation, the 
computer searches the database of iris codes of 
litigants or clients who are currently in the attorney 
database. When a match of encoded iris data occurs, the 
25 data is displayed to the attorney or office staff 
authorized to view the data. In the circumstance where 
a litigant has recently consulted with and chosen to 
employ a new or other attorney and where the litigant 
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has previously registered data files with a first 
attorney and where the new attorney and the first 
attorney each have a computer system in conformity with 
the instant invention, then at the new attorneys office 
the litigant is enabled to enter his biometric code into 
the network of computers linking the first attorneys 
computer to the new attorneys computer. In this manner 
the litigant is enabled to transfer litigant data files 
from the custody of the first attorney to the custody of 
the new attorney. Optionally the data files are 
encrypted for transmission and optionally the data files 
include video testimony files and audio files as well as 
documents . 

In another embodiment, the computer recognizes that 
the litigant may bear a card which has the litigant bar 
code as representing the iris data of the litigant. The 
new attorney office staff may ask the litigant to sign a 
consent to allow the new attorney office staff to access 
the data files stored in another computer linked to the 
new attorney computer. The scan of the bar code by the 
new attorneys office staff is matched to the iris scan 
of the litigant obtained at the time of the consent thus 
confirming the litigant bar code refers to the litigant 
himself and not another person. The computer then is 
prompted to search the data base of registered litigants 
in relation the bar code identification. The computer 
displays the name of the litigant and the name of any 
attorney or judge or legal proceedings linked to the 
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litigant name in the computer. The attorney is thus 
alerted through consent from the client or litigant who 
has sought the attorney services of any prior legal 
consultations and action and proceedings including the 
names of previous attorneys, judges, and the like who 
have been connected with the litigant or client in the 
past . Where the instant invention is connected with a 
website of the Internet that registers clients linked to 
attorney names then the data includes multi-state and 
international data as appropriate. Other data 

optionally envisioned to be linked to the litigant data 
file include credit report and indication as to whether 
the previous attorney has or has not been paid for 
services rendered by the previous attorney to the 
litigant . 

It is envisioned that the litigant optionally will 
have a digital photograph taken upon registration of 
biometric data. In this regard art by the same inventor 
and owned by the same entity as the instant invention is 
US Patent Application number 60/109,287 entitled Method, 
System and Apparatus for Feedback of Biometric System 
Function, filed 20 November 1998 and which is 
incorporated herein by reference. This digital 

photograph is optionally envisioned to be taken by a 
standard digital camera linked to the computer of the 
system. The digital photograph is optionally linked to 
the data file of the litigant (as shown and described 
below in conjunction with the attached FIGS. 13 - 23). 
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The litigant is envisioned to have a second digital 
photograph taken at a later date such as the visit of 
the litigant to the laboratory to donate a specimen for 
drug testing in compliance with a court order. The 
5 digital photographs are envisioned to be linked in the 
computer data file of the computer and form an audit 
trail of litigant activities and appearance at specified 
date and times. Access to the litigant digital 
photograph data and linked time/date information is 
LO envisioned to be controlled in a manner similar to the 
herein described data access method. 

Thus, a biometric access event to a unified 
database of legal services clients and attorneys is 
envisioned herein whereby an attempt to access data is 
15 recorded in a manner similar to the manner in which a 
litigant is registered. The individual who attempts to 
access data can be photographed digitally and submit 
biometric data identifying the person attempting access. 
The attempt if successful results in a record in the 
20 computer that records the identity of the individual who 
accessed a data file linked to the data file accessed. 
The access event record includes the biometric data and 
optionally the digital photograph of the person who 
accessed the data. The record of data access and 
25 attempted data access is thus able to be audited. The 
audit search is envisioned to be based on criteria of 
search. For example, a computer search can be performed 
for all files accessed, or attempted to be accessed, by 
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a particular individual within the past 12 months. Such 
a search of the database is enabled through the use of 
scan of a bar code that encodes the iris data matching 
for example a particular attorney. The clerk of the 
5 court can scan the bar code and the computer retrieves 
any matches and prints an audit listing the dates of 
access of files and the number of each file and 
optionally the name of litigants linked to the files. 

It is envisioned that an attorney will wish his 

10 paralegal personnel for example to have authority to 
access certain files in the hierarchy of files in the 
attorney data base. Similarly it is envisioned that a 
judge will wish to have clerks and certain surrogates to 
have authority to access certain files in the court data 

15 base. The attorney or judge in the scope of the instant 
invention will be enabled to register surrogates. This 
is in a manner similar to the physician registering 
surrogates as disclosed in the art herein cited as 
PCT/US 99/08120 by the same inventor as the instant 

20 invention and owned by the same entity and herein 
incorporated by reference. Thus those surrogates 

authorized to carry out data input function for, or at 
the instruction of, a particular judge are registered by 
encoded surrogate iris data linked to said judge's iris 

25 code data file in the computer. The system in operation 
optionally requires the surrogate iris data to be re- 
entered in order to allow the computer to match the code 
against the data base of iris codes and where a match is 
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made identifying the surrogate as authorized to access a 
certain file linked to the judge then the surrogate is 
allowed to access a certain data file for the judge. 
Similarly if authority is recorded in the computer for 
5 the surrogate to alter the judge 1 s linked files, then 
the surrogate may alter a file in response to 
instructions from the judge for whom the surrogate is 
acting. The activities of the surrogate are then 
recorded by surrogate biometric and can be audited in 

10 accordance with the instant invention. It is also 
envisioned that a data base of surrogates for the legal 
profession can be maintained optionally via a website of 
the Internet. Such data base is envisioned to be a data 
base that links the paralegal biometric to the paralegal 

15 work history in a manner that allows an attorney 
authorized by the paralegal to access the work history 
over a computer linked to the website* 

Turning now to FIG. 5, the instant invention is 
illustrated as pertaining to a judge A who issues an 

20 order 101 in relationship to drug testing mandated for 
litigant X. Judge order 101 is recorded in the database 
of the computer linked to a judge A biometric. The 
judge has several assistants who serve as surrogate for 
judge A. One such surrogate registers litigant X's 

25 biometric at step 103 and optionally records litigant 
X's digital photograph which biometric and digital photo 
are linked in the database to the file containing the 
judge A order for drug testing of litigant X . At step 
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102 the bar code printer linked to the court computer 
prints a bar code sticker which sticker encodes the iris 
code of the litigant X. At step 102 this bar code is 
placed by the surrogate of judge A on the litigant X 
5 paper file which file is then given by the surrogate of 
judge A to judge A. 

Litigant X is represented , by attorney Y whose 
biometric is also registered in the court computer 
database. For purposes of illustration Attorney Y has 

10 been retained by litigant X. Attorney Ys biometric is 
thus linked to the litigant X data file as the attorney 
authorized to access the litigant X data file at step 
105. Also Attorney Y has registered one of his 
surrogates, surrogate W, as authorized to access the 

15 litigant X data file in the name of Attorney Y. At step 
107 surrogate W accesses the litigant X data f ile . In 
accordance with the instructions from Attorney Y entered 
by Attorney Y, using a keyboard linked to the Attorney Y 
computer, into the data file of the Attorney Y office 

20 linked computer in relation to the litigant X file, 
surrogate W arranges the visit of litigant X to the 
laboratory. In accordance with the judge A order, 
attorney Y through surrogate W telephones litigant X and 
advises litigant X to proceed to the laboratory for 

25 testing. Litigant X upon arriving at the laboratory is 
re-scanned at step 111 for biometric, in this example 
the iris code of the same eye as used for registration 
in the court computer at step 103 * The litigants iris 
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code is matched by the computer at the laboratory which 
is linked to the database of biometric codes of 
litigants as recorded in the court computer. The 
laboratory matches litigant Xs biometric, retrieves the 
5 demographic data of litigant X, and displays the data on 
the laboratory computer monitor for the use of the 
laboratory staff in verifying the identity of litigant 
Xs demographic data optionally including litigant Xs 
name, driver's license # and the like as well as 
10 displaying the digital photograph of litigant X as 
recorded at step 103. 

After the laboratory staff person verifies that 
litigant X is the same person as the person registered 
as litigant X in the court computer, litigant X is re- 
15 photographed by the digital camera linked to the 
laboratory computer. The digital photo of litigant X in 
the laboratory is linked to the data file of litigant X 
in the court computer and to the data file of the 
laboratory computer for use in verifying presence and 
20 identity of litigant X including for later audit 
purposes. The audit function of the system is further 
detailed below. At step 115 litigant X donates a 
specimen for drug testing and said specimen container is 
labeled by a two dimensional bar code which encodes the 
25 biometric of litigant X in accordance with the prior art 
cited above. The laboratory performs the test on the 
specimen and links the results to the data file of 
litigant X in the laboratory computer at step 117. 
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After the test is verified as correct by a laboratory 
supervisor whose biometric is optionally recorded 
marking professional judgment of satisfactory results 
for litigant Xs test performance, then at step 117 the 
results are sent to the court computer by modem line or 
similar communications means and received by a court 
computer linked to litigant X data file. The results 
are reviewed by the judge at step 121, wherein the judge 
uses a bar code scanner linked to the court computer to 
scan the two dimensional bar code sticker on the file 
page of litigant Xs paper file in the judges chamber. 
This scan retrieves the data file of litigant X from the 
computer, optionally only after judge A also enters his 
biometric code by iris scan of his right eye as 
authorization to access the litigant X data file and 
associated digital photos of litigant by date/time. The 
judge dictates an additional order for the file and at 
step 123 a surrogate of judge A enters the file and at 
step 125 adds data in correspondence to the judge A 
amended order. 

At step 127 attorney Y's surrogate W accesses 
litigant Xs data file and reads judge A's amended order. 
Surrogate W, at step 128, informs Attorney Y of the 
amended order and at step 129 Attorney Y instructs 
surrogate W to inform litigant X that the judge has 
entered an amended order. At step 129 surrogate W 
records in the Attorney Y computer data file of litigant 
X the action instructed by Attorney Y. At step 133 
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attorney Y's billing instructions for billing Attorney Y 
services rendered to litigant X are given to surrogate W 
and said billing of litigant X is recorded by surrogate 
W and linked to the data file of litigant X. The 
billing is sent to litigant X and upon payment a 
recording of such payment is made into the data file. 
Further instructions from litigant X to Attorney Y are 
recorded in step 135. Attorney Y in carrying out said 
additional instructions prepares a brief for litigant X 
and said brief is linked to litigant Xs file in the 
Attorney Y database. At step 139 Attorney Y authorizes 
by biometric code the transfer of the brief to judge A, 
which brief is transferred via fax or e-mail. A copy of 
the brief is made by surrogate W using a copier which 
requires surrogate W to first identify herself via her 
iris code to the copier. The identity of surrogate W is 
recorded in a bar code on the copy of the brief as 
printed by a printer linked to Attorney Ys computer. 
The copy of the brief is given by surrogate W to 
litigant X at the instruction of Attorney Y. 

Turning now to FIG. 6, illustrated is the database 
of FIG. 5 including legal data linked to biometric codes 
of various individuals including judges biometric data, 
the judge surrogates biometric data, attorney Ys 
biometric data and client Xs biometric data and 
surrogate Ws biometric data. For purposes of 

illustration of audit function of this database step 201 
represents an inquiry by judge A requesting to see all 
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judge A linked files for a twelve month period specified 
by judge A on keyboard entry of computer. The data 
files are summarized for judge A on the screen of the 
computer monitor in judge As chamber at step 203. Judge 
5 A makes a note into the computer file at step 205. 
Optionally, Judge A may wish to transfer a file to 
another judge. Judge A sends the file electronically 
using the judge A biometric code at step 207 and, 
optionally, a surrogate of the receiving judge 

10 acknowledges the transfer by input of a surrogate 
biometric code. 

At step 209, an attorney inquiry is illustrated 
wherein an attorney registered by biometric code 
accesses a record of all files linked to one of his law 

15 partners wherein the law partner has previously 
registered said attorney as authorized by the partner to 
access the partner's linked data files. At step 211 the 
data files are displayed and at step 213 the attorney 
makes an entry into one data file. This action is 

20 recorded as to time and date and individual making the 
entry via the biometric of the attorney making the 
entry. The file change is later verified at step 215 by 
said partner attorney using his or her own biometric. 

At step 217 a litigant is able to access his own 

25 data file or preferably certain aspects of his file as 
judge A determines. The litigant uses his own biometric 
code, which optionally may include more than one type of 
biometric as for example an iris code and a fingerprint 
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scan. This entry is optionally further verified by 
digital photo at the time of entry by litigant into the 
file and this digital photo is recorded and linked to 
the data file as evidence that the litigant opened the 
file at that time. At step 219 the data file is 
displayed. At step 221 the litigant is enabled to make a 
copy using his biometric and a printer of the system. 
At step 223 the copy is verified by printer recording on 
the paper of the copy printed the biometric of the 
litigant and optionally the time and date of printing. 
Optionally this printing of a bar code onto the copy is 
via a transparent label or optionally via a black line 
having infrared readable bar code of litigant. 

At step 225 a surrogate of judge A enters a 
surrogate biometric and requests to view another judges 
records for whom the surrogate is not registered as 
authorized to access files. The computer in matching 
this surrogates biometric finds that this surrogate is 
not authorized to access the records requested. This 
event is recorded by the computer and at step 227 an e- 
mail is sent to the judge whose records were attempted 
to be accessed indicating the attempt at unauthorized 
access and the identity of the surrogate so attempting 
access. Furthermore, the surrogate thus making an 
unauthorized attempt is optionally identified to all 
nodes of the system and prevented further computer data 
activities. The data base privileges of this surrogate 
are temporally changed by automatic algorithm of the 
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computer to prevent any further access to any files in 
the database. The privileges can be re-instated by the 
manager of the database upon satisfactory explanation of 
the unauthorized access attempt by the surrogate, for 
example an unintentional error in the keyboard entry of 
the wrong judges name. At step 229 the manager 
reinstates the surrogate privileges. 

At step 251 a request to copy files is received by 
the database computer from a website linked computer. 
The request is accompanied by the biometric code of the 
litigant whose file is requested to be copied. The 
computer compares the code to the biometric code in the 
database for that litigant. At step 253 the computer 
verifies a match and at step 255 the computer authorizes 
a surrogate of the judge supervising that case to make a 
copy. At step 2 57 the surrogate mails the copy to the 
requesting attorney representing litigant. At step 259 
a telephone request is received to send records. The 
request is accompanied by a biometric code from a 
cellular telephone linked biometric scanner. The 
computer matches the biometric code to a judge in the 
database at step 261. The computer at step 263 then 
reviews privileges of the judge to determine whether the 
judge is authorized to view the data file. The computer 
after verifying authorization then sends by e-mail the 
requested data file to the e-mail address provided by 
the requesting judge in the telephone request. 
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At step 2 65 the computer performs a monthly 
automatic audit of activity. At step 267 the report of 
activity, which optionally includes a number of cases 
assigned to each judge and a number of cases of specific 
5 categories and disposition of cases and the like is 
collated and filed in the database. At step 269 the 
chief judge inputs his or her biometric as a request to 
see the report. At step 271 the computer verifies the 
chief judges identity and authorization to see the 

10 report and prints a copy of the report on the printer of 
the chief judges chamber. A record of the request and 
of the transaction is kept in the database. Similar 
office data reports are envisioned from each attorneys 
office computer and optionally the law practice computer 

15 is prompted each month to print out a series of reports. 
These reports provide the supervising attorney or 
managing partner with oversight data regarding the work 
activities of each attorney or surrogate registered in 
the system. Similarly, the instant embodiment is 

20 envisioned to produce reports, where authorized to do 
so, which reports can be accessed by the appropriate 
State Board or judge with oversight responsibility of 
the data regarding the legal activities of a particular 
litigant or attorney. 

25 Turning now to FIG. 7, illustrated is the 

registration of a litigant 312 by a surrogate 314 
wherein litigant 312 supplies a fingerprint scan using 
scanner 301 and also provides a digital photo via a 
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digital camera 305 linked to the system. Litigant 312 
may also sign a standard consent form. A keyboard 303 
of a computer 311 is used by litigant to enter 
demographics and the printer prints an identification 
5 card 322 bearing the demographics and the two 
dimensional bar codes representing litigant 312 as bar 
code 32 5 and the attorney as bar code 323. The 
surrogate is confirming the data entry of litigant 312 
by input of surrogate fingerprint code and iris code on 
10 scanners 319 and 317, respectively. 

Turning now to FIG. 8, illustrated is the use of a 
specialized digital copier 494 linked to the system of a 
computer network 495 via a link 496. Copier 494 has 
attached a biometric scanner 498. Copier 494 performs 
15 copies of documents {e.g. document 492) in response to 
identification of an individual 499 operating the copier 
using a data base of biometric readings and matching the 
input of the biometric of the operator to the data base. 
A computer in computer network 495 linked to copier 494 
20 records the input of the biometric of the operator and 
prints a copy. The copy optionally has encoded into the 
copy a two dimensional bar code that encodes the 
biometric of individual 499. This copy is thus able to 
be scanned later and the identity of the person who 
25 operated the copier in making the copy (individual 499 
in this instance) can be determined by matching a bar 
code 493 of document 4 92 to a data base of biometric 
codes corresponding to the bar code. Two dimensional 



WO 00/31677 



PCT/US99/13049 



40 

bar code 4 93 can be visible in normal light or 
optionally may be printed in the document in a manner 
that renders bar code 4 93 difficult to see in normal 
light but visible to a bar code scanner in ultraviolet 
5 or other special light. The biometric data of 

individual 4 99 making a copy is optionally recorded into 
a data file of copier 494. Optionally, copier 494 has a 
bar code scanner 4 97 incorporated in such a manner that 
a document (e.g. document 492) entered into copier 494 

10 to be copied and bearing a two dimensional bar code 493 
recognizable to scanner 497, is scanned by scanner 497 
permitting the copier computer to record the nature of 
the document including optionally the identity of the 
individual whose biometric is encoded into the document, 

15 Bar code scanner 497 is optionally mounted in a location 
corresponding to a standardized location on documents 
wherein the bar code is placed in a position, such as 
the top left hand corner of the front page of the 
document. Optionally, bar code scanner 497 is 

20 positioned on a movable mount {not shown) such that 
scanner 497 can read bar codes placed on other non- 
standardized locations of the document or alternatively 
can scan multiple bar codes on a single document. 
Copier 494 is linked to a computer system or network 495 

25 such that a document bearing a bar code having encoded a 
number corresponding to the document number can be read. 
Optionally a computer database file corresponding to 
that document can be accessed by a computer in computer 
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network 4 95 in response to the scan of the document bar 
code. The contents and layout of the document in file 
from computer memory is thus compared electronically to 
the contents and layout of the document as placed on the 
copier. This comparison is useful to detect any 
alteration to the document from the original and to 
record the altered document as it is copied or as 
described below faxed or alternatively to prevent an 
altered document from being copied as described below 
faxed. 

Copier 4 94 optionally records the time and date of 
the copy and the biometric identity of the individual 
who is making the copy. Authority to make a copy can be 
denied if the match of biometric data of the operator 
links to a biometric not authorized to copy documents or 
a specific document such as the document bearing a two 
dimensional bar code. Bar code 4 93 is utilized for 
purposes of example and it should be understood that 
other types of codes {all of which are referred to 
herein as 'bar codes; for simplicity) can be utilized, 
such as cross-hatched codes as is well known in the 
trade wherein the cross hatching is difficult to be 
copied in the standard copier. The cross hatching code 
thus has the additional advantage of preventing a copy 
from passing as an original. The bar code can be 
designed with red background as an anti-copy protection, 
as is well known in the art. For example, black 
characters in red background are readable from the 
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original by the bar code scanner but the copier 
typically cannot retain the clarity and readability in 
the copy as compared to the original. The bar code can 
alternatively be placed on the back of the document so 
5 that the scan can be performed prior to the scan of the 
document front page so that the computer file can be 
accessed for comparison. Also, bar codes which are read 
by optical, magnetic, or other means are envisioned and 
included in the description. Any attempt to copy said 
10 document is optionally recorded. 

Turning now to FIG. 9, illustrated is an attorney 
414 recently retained by a litigant 412. Litigant 412 
is providing an iris code to a scanner 417 linked to the 
present system wherein said iris code matches the 
15 litigants biometric code recorded in the database linked 
to litigants files. The litigants iris code is sent to 
a network computer 416 and attorney 414 supplies a 
fingerprint biometric identification as registration via 
the consent of litigant 412 as authorized to receive the 
20 files of litigant 412. The file demographics are 
displayed on a monitor of computer 416 and the file is 
downloaded to computer 416 after a match is verified by 
attorney 414. 

Turning now to FIG. 10, illustrated is a judge 4140 
25 requesting to transmit a document from a computer 7 030 
to a website using an embodiment incorporating the 
instant invention. Judge 4140, using a two dimensional 
bar code scanner 7009, scans a bar code of a litigant 
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identification card 7011 whose file she wishes to 
transmit. Judge 4140 also applies her finger to a 
finger print scanner 7970 and submits to an iris scan by 
iris scanner 7010 to provide to computer 7030 instant 
5 biometric data for authorization relative to judge 4140. 
Computer 7030 matches the bar code to the litigant 
biometric linked file and using the authorization 
provided via fingerprint scanner 7970 and iris scanner 
7010 sends the file over the Internet to the destination 

10 judge 4140 indicates via a keyboard entry. Here it 
should be noted that fingerprint scanner 7970 and iris 
scanner 7010 are illustrated for purposes of example 
only and either one or both might be utilized, depending 
upon the amount of security desired, or other 

15 biometrics, such as handwriting, voice recognition, etc. 
might be utilized in addition to or instead of either of 
the described types. 

Turning now to FIG. 11, specialized communication 
and data handling equipment is linked to a computer 

20 network in accordance with the method and system herein 
disclosed. For example, a specialized fax machine 1717 
is linked into a system in accordance with the present 
invention, wherein a computer linked to fax machine 1717 
has a data base of iris codes. In use, fax machine 1717 

25 is given documents for example as printed by copier 494 
in FIG. 8 above. The documents bear the two dimensional 
bar code of the individual who copied the documents. 
This two dimensional bar code is optionally printed by 
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copier 494 in a "black out" mode as is well known in the 
field in which the code is embedded into a black 
background. The code is not visible readily in normal 
light but is readable using infrared light using an IR 
scanner for bar codes, such as scanners manufactured by 
Nippon Denso of Japan. In this embodiment copier 494 
prints a page that contains the encoded iris code of the 
person who copied the page where that code is not 
visible to the naked eye due to the embedding of said 
iris code in a black background. Fax 1717 however is a 
standard fax machine modified to contain a built in IR 
bar code scanner (not visible) . This scanner is enabled 
when the copy is entered for faxing to scan the area of 
the document wherein the black out two dimensional bar 
code is placed. The placement of the bar code scanner 
is in such a manner as to read the bar code when placed 
in the standard location as described for bar code 
scanner 4 97 of copier 4 94. Optionally the fax machine 
bar code scanner can be coupled with a bar code printer 
such that a bar code is printed onto the document prior 
to faxing and such bar code encodes the time of data 
transfer, date, sender biometric code, recipient 
biometric code. 

Prior to the sending of the fax, the fax machine 
computer compares the iris code in the black out bar 
code of the document to the database of iris codes in 
the fax machine linked computer. Where the iris code of 
the individual who made the copy matches an iris code in 
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said matching iris code to determine if that person is 
authorized to provide documents for faxing. Where the 
person is authorized to provide documents for faxing. 
5 the fax machine prompts an operator 1716 of fax machine 
1717, who may be a person different from the person who 
produced the copy/ to provide his or her iris to an iris 
scanner 1707 linked to fax machine 1717. The fax 
machine linked computer receives the iris code of 

10 operator 1716. Where the iris code of operator 1716, 
who is attempting to fax the copy, matches an iris code 
in the data base the computer assesses the privileges 
data in the database of said matching iris code to 
determine if that person is authorized to fax documents. 

15 Where the person is not found to be authorized fax 
machine 1717 optionally sends a signal such as audible 
alarm indicating an unauthorized attempt to transmit 
data. If operator 1716 is authorized to fax documents, 
fax machine 1717 optionally prompts operator 1716 to 

20 input the telephone number of the fax machine to which 
operator 1716 wishes to fax the document. 

In a preferred embodiment a receiving fax machine 
1718 is also equipped with an iris scanner 1719 and a 
bar code reader and printer. Receiving fax machine 1718, 

25 upon receiving a prompt from sending fax machine 1717 
indicating that sending fax machine 1717 requires iris 
code identification of a receiving party 1720, receiving 
fax machine 1718 prompts operator 1720 on the receiving 
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office staff to attend receiving fax machine 1718. 
Receiving operator 1720 presents his or her iris to an 
iris scanner 1719 coupled to receiving fax machine 1718. 
The receiving operators iris code is transmitted to 
sending fax machine 1717 and is recorded into the data 
base of the computer of sending fax machine 1717. 
Optionally, the linked computer of sending fax machine 
1717 compares the receiving operators iris code to the 
data base of iris codes and where a match is found 
assesses any linked data to that file which indicates 
authority to receive fax data from the sender. Where 
the iris code of receiving operator 1720 is matched to 
an iris code file indicating receiving operator 1720 is 
authorized to receive fax transmissions from the sender, 
15 sending fax machine 1717 transmits the fax data to 
receiving fax machine 1718. Optionally the iris code of 
sending operator 1716 and the iris code of receiving 
operator 172 0 are each recorded in the sending and 
receiving fax machines 1717 and 1718 and optionally both 
embedded in the receipt and transmission printed record 
of the fax transmission. Optionally, the fax machine 
sending the fax prints onto the fax document the iris 
codes of the sending and receiving individuals and, 
optionally, the iris codes are printed as black line IR 
readable codes. It will of course be understood that 
various levels of security may be desired and lower 
levels may require fewer authorizations and/or fewer 
biometric codes along the path. 
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Turning now to FIG. 12, illustrated is the standard 
registration station of one embodiment of the instant 
invention wherein registrar 801 is seated in front of a 
keyboard 903 onto which the registrar enters commands. 
5 The keyboard is linked to a computer 905 mounted on the 
base of a table 907 and including a monitor 923 
positioned on table 907. Table 907 is mounted on 
rollers and has a movable top 909 wherein the adjustment 
of height is controlled by a foot pedal 911. Registrar 

10 801 invites an individual 915 to be registered and 
individual 915 may for example be a litigant, etc. 
Individual 915 sits in front of an iris camera 917, On 
top of iris camera 917 is mounted a digital camera 919 
on a swivel base. Digital camera 919 and iris camera 

15 917 are connected to computer 905 which is in turn 
connected to a central database computer of the system 
through a link 921. Individual 915 is instructed by 
registrar 801 to sit an appropriate distance from and to 
look at digital camera 919. Registrar 801 can see the 

20 image of individual 915 on monitor 923 linked to 
computer 905. Registrar 801 captures a digital image of 
individual 915 by entering a command onto keyboard 903 
or alternatively by using a mouse 927 linked to computer 
905. The digital image is retained in computer memory 

25 in a file. 

As one example of ensuring the correct distance and 
position for individual 915, registrar 801 instructs 
individual 915 to place his or her chin onto a chin rest 
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929 mounted in front of iris camera 917. Iris camera 917 
is mounted on a swivel base 931 similar to the standard 
swivel base of optometry instruments such as slit lamps. 
Registrar 801 instructs individual 915 to hold still. 
Registrar 801 uses a joystick 933 of swivel base 931 to 
move iris camera 917 in the proper position to capture 
an in-focus image of the eye of individual 915 such as a 
standard in registration process for the system for 
example right eye. Registrar 801, upon seeing a sharply 
focused image of the right eye of individual 915 on 
monitor 923, inputs a command via mouse 927 to capture 
the image. The computer software algorithm analyses of 
the image of the iris of the right eye of individual 915 
thus captured, prepares an iris code. A computer search 
15 is performed of the database of iris codes. This search 
determines if the right eye iris code of individual 915 
matches any previously registered iris code. Where a 
match is found among the database, optionally, an image 
of the person with the matching previously registered 
iris code is displayed so that registrar 801 can 
determine if individual 915 is the previously registered 
person. Where no match is found, registrar 801 enters 
the digital image of individual 915 into the database 
and links the digital image of individual 915 to the 
data file of the iris code of individual 915. 
Similarly, registrar 801 also enters demographic data 
concerning individual 915 into the data file of 
individual 915 such as name, address, social security 
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number, presiding judge, attorney representing 
individual 915 and the like. 

Where the judge has previously been registered by 
iris code (or any other appropriate biometric data) , the 
5 entering of the name of the judge by registrar 801 into 
the file of individual 915 links the judges biometric to 
the biometric linked file of individual 915. Similarly, 
the entering of the judges name by registrar 801 in the 
data file of individual 915 optionally links the file of 

10 individual 915 to the audit trail of the judge. Any 
attorney representing individual 915 is similarly linked 
to the data file of individual 915 and to the judges 
file upon the attorneys name being entered by registrar 
801. Optionally/ individual 915, upon retaining an 

15 attorney, can consent to the attorneys access to the 
file of individual 915 by biometric consent. A bar code 
printer 935 linked to computer 905, in response to 
registrar 801 entering the biometrics of individual 915 
into the database of the judge, prints a two dimensional 

20 bar code sticker 941 that registrar 801 places on a file 
943, which is a hard copy file of the data of individual 
915 in the court. When at some later time the judge 
scans sticker 941, computer 905 retrieves the file of 
individual 915 provided, optionally, that the judge is 

25 linked in the database as authorized to view the data 
file of individual 915. Bar code printer 935 can be any 
of several types as mentioned herein and the bar code 
can encode other information such as judge assigned 
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case, surrogate names of the registering individual, 
date, time, category of case, attorney representing 
individual 915, biometric data of registrar 801, and the 
like . 

One embodiment of the invention concerns a litigant 
or human subject that requires a drug test per court 
order. To provide a complete understanding of how the 
present invention is integrated in a typical court 
system, the drug testing procedure is described in 
detail below. Some of the various forms required and 
used by the court (generally on computer monitor 923 of 
FIG. 12) are illustrated, for purposes of example only, 
in FIGS. 13 - 23. The system is made up of four 
functions, which are generally accessed by means of a 
main menu, illustrated specifically in FIG. 13. Court 
enrollment (used to register litigants with the system) 
and lab enrollment/recognition (used to register 
litigants with the system as well as confirm the 
identity of litigants sent from the courts) are very 
similar. Enter results is used by the lab technician to 
enter the specimen test results. Finally, view results 
is used by authorized persons to view the results of 
litigant tests. Each of the four functions will be 
discussed in the following sections. 

The laboratory specimen and equipment required to 
carry out the drug testing consists of standard 
laboratory supplies and equipment that has been modified 
to accommodate the invention. To receive a drug test, 
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the litigant is first identified by driver's license or 
other standard means typically while in the court at the 
time of the judges order for the drug testing. The 
litigant may initially register at the courtroom at a 
5 desk type counter, as illustrated in FIG. 12 above, by 
providing a biometric reading via a biometric scanner. 
The biometric scanner is linked to a computer and 
preferably a bar code printer and scanner as described 
above. The biometric scanner or scanners may comprise 

10 one of a variety of conventional systems such as a 
fingerprint scanner available from the Ultra-Scan 
Corporation of Amherst, New York or an iris scanner 
available from IriScan corporation of Marlton, New 
Jersey. The bar code scanner and printer can be one of 

15 a variety available on the market such as from Nippon 
Denso of Japan or Symbol Technologies of Holtsville, New 
York 

In this instance, when a litigant arrives at the 
court room registration desk, the court technician may 

20 instruct the litigant, for instance, to place his or her 
forefinger onto the biometric scanner during the 
registration process. The scanner takes or collects a 
biometric scan of the patients fingerprint which is 
digitized and sent to a computer which is linked to a 

25 computerized data system. This permits the court 
technician to link the fingerprint biometric scan to the 
court order for drug testing of the litigant with the 
computer. Optionally the litigant is also photographed 
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by a digital camera linked to the computer providing a 
recognizable photo of the litigant's face. The litigant 
may be provided with a demographic card bearing the 
litigants fingerprint biometric scan or smart card data 
5 or data preferably in the form of a two-dimensional bar 
code and the digital photo image. 

Referring additionally to FIG* 14, a court 
enrollment menu is illustrated. To start the enrollment 
procedure for the enrollment of a new litigant, the 
10 enrollment button is pushed. The clerk focuses the 
image of the litigants eye on the screen and then 
presses the OK button. If the quality of the image is 
not high enough the system will reject it and the eye 
must be rescanned. If the image is accepted then the 
15 enrollment process continues and the clerk enters the 
litigants information in the spaces provided {see FIG. 
15) . In the SSN field only numbers are entered, the 
program enters the hyphens automatically. In the eye 
field right or left is entered, depending upon which eye 
20 was used for enrollment. When all of the information is 
entered the continue button is pressed to photograph the 
litigant. A get image button (not shown) is pressed to 
start the photograph process. If necessary, an 

adjustment to the brightness is made. To adjust the 
25 brightness and contrast the clerk removes a check from 
an automatic brightness box (not shown) and then uses 
sliders to correct the brightness and contrast levels. 
A take a picture button is then pressed to take the 
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photograph. To transfer the photograph to storage a 
transfer button is pressed or to retake the photo a try 
again button is pressed. After the transfer button is 
pressed and the photograph is in the file, the photo 
process is exited by pressing the close button. If the 
picture was taken correctly, it will appear on the 
screen, as illustrated in FIG. 16. If there is no 
picture on the screen, the get image button is pressed 
again and the above steps are repeated, otherwise the 
continue button is pressed. 

The final screen, illustrated in FIG. 16, of the 
enrollment process shows all of the information about 
the litigant that was enrolled, including the 
photograph. From this screen the litigants photograph 
can be permanently saved without change or optionally 
updated if authorized. To update the photograph, press 
the update picture 1 button to start the photo process. 
When the update picture 1 button is pressed, picture 1 
is replaced by the new photograph. If the update 
picture 2 button is pressed, then the image will be 
placed in the picture 2 box. When the final enrollment 
screen is displayed, one litigant bar code will be 
printed. Only one litigant bar code can be printed per 
scan of the eye. If another litigant bar code label is 
needed, the litigants eye must be scanned again. If an 
eye of a litigant that is already registered with the 
system is scanned, the enrollment procedure will skip to 
the final enrollment screen and display the information 
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previously entered. This information can then be 
corrected if necessary. 

The procedure to enroll a new litigant to the 
system is the same as at the court, the only difference 
5 being the specimen bar codes that will be printed. To 
enroll an individual, the enrollment button in the lab 
enrollment/recognition menu (see FIG, 17) is pressed and 
the steps detailed above for the court enrollment 
function are followed. To recognize a litigant sent 

10 from the court; the recognition button ( FIG . 17) is 
pressed- Upon completion of a successful enrollment or 
recognition, options will be presented to update the 
pictures or to print specimen bar codes* As in the 
court enrollment, only one litigant bar code is printed 

15 with every scan of the eye. However, the specimen bar 
codes can be generated as needed until the screen is 
closed. Once the screen is closed, the litigants eye 
must be scanned again to print additional bar codes 
(litigant or specimen) . To print a specimen bar code, 

20 enter a control number into the space provided, then 
press the specimen button. The bar code is then affixed 
to the specimen. 

To enter results of a test to the system, the 
"enter results" button is pressed. When prompted (see 

25 FIG. 19) , the specimen bar code is scanned. The results 
are entered into the spaces provided (see FIG. 20) and 
the exit button is pressed after completion. To modify 
any results entered into the system, the enter results 
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button from the main menu (FIG. 13} is pressed and the 
specimen bar code is scanned again* 

To view a litigants test results, the xx view 
results 7 ' button of the main menu (FIG. 9) is pressed. 
When prompted (see FIG. 21), the litigant bar code is 
scanned. A view results screen will then appear, as 
illustrated in FIG. 22. No information can be modified 
from this screen. Anyone logging on to the system 
starts the software by double clicking on an appropriate 
icon on the desk top monitor {e.g. monitor 923 of FIG. 
12) . The log on dialog box illustrated in FIG. 23 
appears on the monitor . The operator enters the users 
name followed by his or her password. The password is 
case sensitive and must be typed exactly as assigned. 

The instant invention is envisioned to be useful in 
connection with data files used in the professional 
activities of other professionals such as physician, 
pharmacist, chiropractor, surrogate of licensed 
professional, patient, dentist, dental hygienist, 
medical technologist, nurse, surgeon, emergency medical 
technician, medical assistant, lawyer, broker, physician 
assistant, optometrist, optometry technician, healthcare 
workers, transportation workers and the like. In this 
respect these professionals are envisioned to use the 
system for such activities as continuing education 
documents, re-credentialing, certification, secure 
communications, work records, accident history, audit of 
data transfer and the like. 
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The system herein disclosed is envisioned for home 
use where for example a lawyer is retained over the 
telephone or alternatively during home to attorney 
office video conference. In this circumstance, the 
5 client at home transmits authorization for the attorney 
to access client files in the database of the system 
computer. The data of a client biometric can be matched 
on a one-to-one basis in the home computer against a 
code sent to the computer by the central computer in 

10 response to the client providing a client name over the 
phone. The match is confirmed prior to transmission of 
documents or authorization. Alternatively, the 

biometric can be sent as data to the central computer, 
preferably over cable modem lines or other high data 

15 transfer rate lines. This latter type of one-to-many 
match is preferable because the client biometric code is 
not sent out from the central computer to other sites 
thus reducing the possibility of hacking the data during 
transmission or later from off-site. 

20 Other uses envisioned for the instant invention 

include security of documents such as involved in 
corporate security and government security. The 
biometric codes of users is envisioned linked to level 
of authorization to information such as "eyes only" 

25 access. 

Still other embodiments are possible within the 
scope of the invention herein disclosed and those other 
embodiments are intended to be included in the invention 
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herein disclosed. For example the cellular telephone 
with built in biometric iris scanner is envisioned to be 
useful for verification of identity of the user of the 
telephone in relation to access and authority to access 
and copy files of the system. In another example the 
instant invention is envisioned to be used where the 
attorney is providing his biometric data to a computer 
containing a database of encoded biometric data used to 
authorize various legal services and activities such as 
consent to a settlement or agreement to a contract. 
Similarly, the instant invention of the website-based 
use of computer matching of encoded biometric data is 
envisioned to be useful in a variety of legal uses 
including the Internet linked website receipt of 
identity verification of the individual attorney 
surrogate. Also, one skilled in the art will realize 
that biometric measurements or data can be encoded on a 
storage medium by the computers to which the various 
sampling devices are coupled, by the sampling devices 
themselves, which read the biometric measurements or 
data or any combination thereof. Furthermore, the 
encoded biometric data may be sent to a remote site for 
storage either electronically or by hard copy. For 
example, as detailed in the previous description, the 
encoded biometric data may be in the form of a two- 
dimensional bar code. 

Thus, the above described problems and others are 
at least partially solved and the above described 
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purposes and others are realized in improved methods, 
systems and apparatus for preparing, linking, filing, 
accessing, sorting, retrieving, transmitting and 
auditing of documents and in particular in linking said 
documents to the identity of individuals associated with 
the document. The association for which the link is 
established can be one of several relationships such as 
a principal for whom the document pertains, an 
individual for whom access is granted, an individual 
authorizing action disclosed in document, etc. As a 
preferred embodiment, improved methods, systems and 
apparatus are disclosed for linking of legal documents 
such as court mandated drug testing reports to the 
identity of the following individuals: the subject of 
the testing, the judge who orders the test, the attorney 
for the tested subject, the bailiff transporting 
litigant, the bailiff registering the litigant and the 
clerk authorized to access and review the test results. 
It is understood that both legal and non-legal documents 
are envisioned to be included within the scope of the 
instant invention . 

It is understood that the invention herein 
disclosed as preferred embodiments is for illustrative 
purposes. Various changes and modifications to the 
embodiments herein chosen for purposes of illustration 
will readily occur to those skilled in the art. For 
example the auditing of activities by biometric code is 
optionally envisioned to be by bar code scan wherein the 
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iris code of an individual is encoded into the bar code. 
The authorization to view the audit report is preferably 
by iris scanner scan of iris of a person seeking 
authority. The activities thus available to be searched 
5 and reported include which documents were sent or 
received by a particular individual, when such documents 
were transferred, the location to which the document was 
sent and the person receiving data as well as the method 
used to transfer the data such as fax machine number, e- 

10 mail address, copier node and the like. To the extent 
such modifications and variations do not depart from the 
spirit of the invention, they are intended to be 
included within the scope thereof which is assessed only 
by a fair interpretation of the following claims. 

15 Having fully described the invention in such clear 

and concise terms as to enable those skilled in the art 
to understand and practice the same, the invention 
claimed is: 
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CLAIMS 



1. A method for the authorization of documents 
comprising the steps of: 

preparing a record for future reference by 
authorized personnel including providing a document 
including data pertaining to an individual, collecting 
biometric data from the individual and forming a code 
including the biometric data, attaching the code to the 
document, and storing the document and attached bar ; 
and 

authenticating the document and attached code upon 
removal from storage by collecting current biometric 
data from a person allegedly the individual, comparing 
the current biometric data to the biometric data 
included in the code, and 

confirming by a positive comparison that the person 
and the individual are identical and that the document 
pertains to the person and the individual, and 
authorizing the removal of the document from storage. 

2. A method for the authorization of documents as 
set forth in claim 1 wherein the steps of collecting 
biometric data from the individual and collecting 
current biometric data from the person include one of 
scanning an iris of the individual and the person, 
taking a finger print of the individual and the person, 
acquiring a signature of the individual and the person, 
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and acquiring a voice print of the individual and the 
person . 

3. A method for the authorization of documents as 
set forth in claim 1 wherein the steps of preparing the 
record and authenticating the document each further 
include a step of taking a digital photograph of the 
individual and taking a digital photograph of the 
person, respectively. 

4* A method for the authorization of documents as 
set forth in claim 1 wherein the step of forming the 
code including the biometric data includes forming one 
of a two-dimensional bar code, a cross-hatched bar code, 
a bar code with a non-copy background, and bar codes 
that are readable by one of optical or magnetic means. 

5. A method for the authorization of documents as 
set forth in claim 1 wherein the step of authenticating 
the document and attached code upon removal from storage 
includes removal from storage by means of one of the 
following: a computer system, an Internet system, a 
facsimile system, and a copier. 

6. A method for the authorization of documents 
comprising the steps of: 

preparing a record for future reference by 
authorized personnel including providing a document, 
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collecting biometric data from an individual requesting 
authority to become an authorized person to access the 
document, forming a code including the biometric data 
from the individual, attaching the code to the document, 
and storing the document and attached code; 

authorizing access to the document by collecting 
current biometric data from a person requesting access 
to the document, comparing the current biometric data to 
the code attached to the document, and confirming by a 
positive comparison that the person requesting access 
and the individual are identical and that the person has 
authority to access the document. 

7. A method for the authorization of documents as 
set forth in claim 6 wherein the steps of collecting 
biometric data from the individual and collecting 
current biometric data from the person include one of 
scanning an iris of the individual and the person, 
taking a finger print of the individual and the person, 
acquiring a palm print hand geometry, signature of the 
individual and the person, and acquiring a voice print 
of the individual and the person. 

8. A method for the authorization of documents as 
set forth in claim 6 wherein the steps of preparing the 
record and authenticating the document each further 
include a step of taking a digital photograph of the 
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individual and taking a digital photograph of the 
person, respectively . 

9. A method for the authorization of documents as 
set forth in claim 6 wherein the step of forming the 
code including the biometric data includes forming one 
of a two-dimensional bar code, a cross-hatched bar code, 
a bar code with a non-copy background, and bar codes 
that are readable by one of optical or magnetic means. 

10. A method for the authorization of documents as 
set forth in claim 6 wherein the step of authenticating 
the document and attached code upon removal from storage 
includes removal from storage by means of one of the 
following: a computer system, an Internet system, a 
facsimile system, and a copier. 

11. A method for the authorization of documents as 
set forth in claim 6 wherein the steps of collecting 
biometric data from the individual requesting authority 
and forming a code is repeated for each individual 
requesting authority and the code containing biometric 
data for each individual requesting authority is 
attached to the document. 

12. A method for the authorization of documents 
comprising the steps of: 
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preparing a record for future reference by 
authorized personnel including providing a document 
including data pertaining to an individual, collecting 
biometric data from the individual and forming a bar 
code including the biometric data, attaching the bar 
code to the document, and storing the document and 
attached bar code; 

authenticating the document and attached bar code 
by collecting current biometric data from a person 
allegedly the individual, comparing the current 
biometric data to the biometric data included in the bar 
code, and confirming that the person and the individual 
are identical and that the document pertains to the 
person and the individual; 

preparing the document for future access by 
authorized personnel including collecting biometric data 
from an individual requesting authority to become an 
authorized person to access the document, forming a bar 
code including the biometric data from the individual 
requesting authority, attaching the bar code to the 
document, and storing the document and attached bar 
code; and 

authorizing access to the document by collecting 
current biometric data from a person requesting aocess 
to the document, comparing the current biometric data to 
the bar code attached to the document, and confirming 
that the person requesting access and the individual are 
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identical and that the person has authority to access 
the document . 

13. A method for the authorization of documents as 
set forth in claim 12 wherein the steps of collecting 
biometric data from the individual, collecting current 
biometric data from the person allegedly the individual, 
collecting biometric data from an individual requesting 
authority, and collecting current biometric data from a 
person requesting access include one of scanning an iris 
of the individual and the person, taking a finger print 
of the individual and the person, acquiring a signature 
of the individual and the person, and acquiring a voice 
print of the individual and the person. 

14. A method for the authorization of documents as 
set forth in claim 12 wherein the steps of preparing the 
record and authenticating the document each further 
include a step of taking a digital photograph of the 
individual and taking a digital photograph of the 
person, respectively. 

15. A method for the authorization of documents as 
set forth in claim 14 wherein the step of taking a 
digital photograph of the individual includes dividing 
the digital photograph into first and second partial 
images, storing the first partial image linked to a 
first portion of the biometric data from the individual 
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and the second partial image linked to a second portion 
of the biometric data from the individual, and verifying 
the individual by comparing first and second portions of 
the current biometric data to the stored first and 
second portions of the biometric data and forming a 
composite image of the linked first and second partial 
images . 

16. A method for the authorization of documents as 
set forth in claim 12 wherein the steps of preparing the 
document for future access by authorized personnel and 
authorizing access to the document each further include 
a step of taking a digital photograph of the individual 
and taking a digital photograph of the person, 
respectively . 

17. A method for the authorization of documents as 
set forth in claim 12 wherein the steps of forming the 
bar code including the biometric data each include 
forming one of a two-dimensional bar code, a cross- 
hatched bar code, a bar code with a non-copy background, 
and bar codes that are readable by one of optical or 
magnetic means. 

18. A method for the authorization of documents as 
set forth in claim 12 wherein the step of authorizing 
access to the document includes access by means of one 
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of the following: a computer system, an Internet system, 
a facsimile system, and a copier. 

19. A method for the authorization of documents as 
set forth in claim 12 wherein the steps of collecting 
biometric data from the individual requesting authority 
and forming a bar code is repeated for each individual 
requesting authority and the bar code containing 
biometric data for each individual requesting authority 
is attached to the document. 

20. A method of verifying the operation of 
biometric apparatus comprising the following steps 
performed in any operative order: 

taking a digital photograph and electronically 
dividing the digital photograph into first and second 
portions; 

collecting and storing first biometric data from an 
individual; 

linking the first portion of the digital photograph 
to the stored first biometric data and storing the 
linked first portion of the digital photograph; 

collecting and storing second biometric data, 
different from the first biometric data, from the 
individual; 

linking the second portion of the digital 
photograph to the stored second biometric data and 
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storing the linked second portion of the digital 
photograph; 

collecting current first biometric data from the 
individual ; 

comparing the current first biometric data to the 
stored first biometric data and displaying the stored 
first portion of the digital photograph; 

collecting current second biometric data from the 
individual; and 

comparing the current second biometric data to the 
stored second biometric data and displaying the stored 
second portion of the digital photograph as a composite 
photograph in combination with the first portion of the 
digital photograph. 

21. A method of verifying the operation of 
biometric apparatus as claimed in claim 2 0 wherein the 
first and second biometric data include right and left 
iris scans, respectively, and the first and second 
current biometric data include right and left iris 
scans, respectively* 

22. A method of verifying the operation of 
biometric apparatus as claimed in claim 2 0 wherein the 
first and second portions of the digital photograph 
include alternate arcuate sections. 
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23. A method of verifying the operation of 
biometric apparatus as claimed in claim 20 wherein the 
first and second portions of the digital photograph 
include alternate horizontal scan lines* 

24. Apparatus for authorization to access 
document s compr i s ing : 

a document, a bar code including biometric data 
from an authorized individual attached to the document; 

apparatus for collecting current biometric data 
from a person requesting access to the document; and 

comparing means, including a bar code reader, for 
comparing the current biometric data to the bar code 
attached to the document to confirm by a positive 
comparison that the person requesting access and the 
authorized individual are identical and that the person 
has authority to access the document* 

25. Apparatus for authorization to access 
documents as set forth in claim 24 wherein the biometric 
data included in the bar code and the current biometric 
data collected by the apparatus include one of an iris 
scan of the individual and the person, a finger print of 
the individual and the person, a signature of the 
individual and the person, and a voice print of the 
individual and the person. 
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26. Apparatus for authorization to access 
documents as set forth in claim 2 4 wherein the document 
further includes a digital photograph of the individual 
and the comparing means includes a camera for taking a 
digital photograph of the person, respectively, 

27. Apparatus for authorization to access 
documents as set forth in claim 24 wherein the bar code 
includes one of a two-dimensional bar code, a cross- 
hatched bar code, a bar code with a non-copy background, 
and bar codes that are readable by one of optical or 
magnetic means. 

28. Apparatus for authorization to access 
documents as set forth in claim 24 wherein the apparatus 
for collecting current biometric data from a person 
requesting access to the document includes one of the 
following: a computer system, an Internet system, a 
facsimile system, and a copier, 

29. Apparatus for authorization to access 
documents as set forth in claim 24 wherein a plurality 
of individuals are authorized access to the document and 
a bar code including biometric data from each authorized 
individual is attached to the document. 

30. Apparatus for authorization of documents 
comprising: 
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a document including data pertaining to an 
individual and a bar code including biometric data from 
the individual attached to the document; 

apparatus for collecting current biometric data 
from a person allegedly the individual; and 

comparing means, including a bar code reader, for 
comparing the current biometric data to the biometric 
data included in the bar code, and confirming by a 
positive comparison that the person and the individual 
are identical and that the document pertains to the 
person and the individual, 

31. A system for sorting documents wherein the 
biometric data of a person is identified as linked to 
the sorting document. 

32. The system of claim 31 wherein the person is 
the subject of the data in the document. 

33. The system of claim 31 wherein the sorting is 
authorized via biometric code of user. 



34. The system of claim 33 wherein the user 
authorization is auditable. 



WO 00/31677 



1 / 17 



09/856409 

PCT/US99/13049 




SUBSTITUTE SHEET (RULE 26) 



WO 00/31677 



<j ^ j 8 1} fe> ^ 

PCT/US99/13049 



2 / 17 




SUBSTITUTE SHEET (RULE 26) 



09/856409 



WO 00/31677 PCT/US99/13049 

3 / 17 




SUBSTITUTE SHEET (RULE 26) 




SUBSTITUTE SHEET (RULE 26) 



09/856409 




SUBSTITUTE SHEET (RULE 26) 



09/856409 




SUBSTITUTE SHEET (RULE 26) 




SUBSTITUTE SHEET (RULE 26) 



WO 00/31677 



8 / 17 



09/856409 

PCT/US99/13049 




Fig. 8 



SUBSTITUTE SHEET (RULE 26) 



WO 00/31677 



9 / 17 



09/856409 

PCT/US99/13049 




SUBSTITUTE SHEET (RULE 26) 



7, 



WO 00/31677 



PCT/US99/13049 



10 / 17 




Fig 10 



SUBSTITUTE SHEET (RULE 26) 



WO 00/31677 



11 / 17 



09/856409 



PCT/US99/13049 




SUBSTITUTE SHEET (RULE 26) 



09/856409 

WO 00/31677 PCT/US99/13049 

12/17 




Fig 12 



SUBSTITUTE SHEET (RULE 26) 



WO 00/31677 



13 / 17 



09/856409 

PCT/US99/13049 



Logon [J 

, OK 


ICD 


||Admm 


P° ssword ! | Cancel 




Logon Dialog Box 



iq. 23 



Main Menu 



COURT ENROLLMENT 



LAB ENROLLMENT/ 
RECOGNITION 



ENTER RESULTS 



VIEW RESULTS 



EXIT SYSTEM 



Enrollment function at the 
Court 

Enrollment and Recognition 
functions at the Lab 

Enter test results into the 
system. 

View results of tests. 
Exit the system. 



Main Menu 



Fig. 13 



Enrollment 

llENROLLMENT 
i EXIT 


Register new people to the system. 


Court Enrollment Menu 



Fig. 14 



SUBSTITUTE SHEET (RULE 26) 



WO 00/31677 



14 / 17 



09/856409 

PCT/US99/13049 



Name jSmith, Joe 



SSN f\2tt5-S7M 




Enter Litigant Information 
Fig, 15 



Piciure 1 Picture 2 


Eighi Judicial District Court 
Family Division 
Family Courts Service Center 

601 North Pecos Road 
Las Vegas, NY 89101-2468 






Name 
SSN ' 
Eye 


Smith, Joe 




UPDATE PICTURE 1 




123-45-6789 




UPDATE PICTURE 2 


Right ▼] 




EXIT 


Final Enrollment Screen 



Fig, 16 



SUBSTITUTE SHEET (RULE 26) 



WO 00/31677 



15 / 17 



PCT/US99/13049 



Enrollment / Recognition 



ENROLLMENT l Register new people in the system. 



RECOGNITION 



Verify people in the system. 
Print specimen labels. 



EXIT 



Lab Enrollment / Recognition Menu 



no. 17 



Picture 1 



Name JSmlth, Joe 



Picture 2 




SSN 123-45-6789 



UPDATE PICTURE 1 



UPDATE PICTURE 2 



EXIT 



Eight Judicial District Court 
Family Division 
Family Courts Service Center 

601 North Pecos Road 
Las Vegas, NY 89101-2468 



PRINT SPECIMEN BAR COED 



Control f C 
Ordered By C 
Department C 
Case f C 
Date Ordered f 



Lab Enrollment / Recognition Final Screen 



Fig. 18 



SUBSTITUTE SHEET (RULE 26) 



09/8564^ 



WO 00/31677 PCT/US99/13049 

16 / 17 



Scan Specimen Bar Code: 



EXIT 



Scan Specimen Bar Code 



Fig. 19 



Enter Results 
Control §: 12341234 



2/19/1993 


Date Recieved 


2/19/1999 


Date Reported | 



Status |Complrfri 



Test Profile 600/A[c 



Heed Hair '[Negative 

Pubic Hair j jHggcBve 

Underarm Hair | |H/A 

Other Hair [p 



EXIT 



Ordered By [ {Judge Judy 
Department 



15-A 



Urine [|Negqt7ve 
Blood 
Comments 



M Requested 



Drugfc) identified were confirmed by two 
methods. 



Enter Results 



Fig. 20 



SUBSTITUTE SHEET (RULE 26) 



WO 00/31677 



17 / 17 



PCT/US99/13049 



Scan Litigant Bar Code: 



EXIT 



Scan Litigant Bar Code 



Fia. 21 



Name 

SSN 

Eye 



123-45-6789 
Right 




jEight Judicial District Court 

Family Division 
Family Courts Service Center 

601 North Pecos Road 
Us Vegas, NY 89101-2468 



Date Qri 


Dote Rec'i 


Date Rptd. 


Results 




Comments 


2/19/1899 
Ordered By 


4/21/1999 
Judge Judy 


4/21/1999 


Head Hair 
Pubic Hair 


Negative 
Negative 


Drug(s) identified were 
confirmed by two methods. 


Deportment: 


15-A 




Underarm Hair 


H/A 




Tosh 


Profile 600/Ajc 




Other Hair 


H/A 




Status: 


Completed 




Urine 


Negative 




Cose 


D-545899 




Blood 


Not Requested 





View Results Screen 



Fig. 22 



SUBSTITUTE SHEET (RULE 26) 



Please type a plus sign (+) instde this box 



PTO/SB/01 (10-00) 
Approved for use through 10/31/2002 OMB 0651-0032 
U.S Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, n o persons are required to respond to a collection of information unless it contains a valid OMB c ontrol number. 



DECLARATION — Utility or Design Patent Application 



0 . . , [ I Customer Number 

D.rect all correspondence to: |_J or Bar Code Labe , 



OR 1x1 Correspondence address below 



Name 



ROBERT A. PARSONS 



Address 



340 E PALM LN 



Address 



SUITE 260 



City 



PHOENIX"" 



State- 



AZ 



zia 



85004 



Country 



■IIS. 



Telephone (6n2 l 2S2-7494 



Fax (602) 252-7198 



1 hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and belief 
are believed to be true; and further that these statements were msde with the knowledge that willful false statements and the like so 
made are punishable by fine or imprisonment, or both, under 18 U.S.C. 1001 and that such willful false statements may jeopardize the 
validity of the application or any patent issued thereon. 



NAME OF SOLE OR FIRST INVENTOR 



□ A petition has been filed for this unsigned inventor 



Given Name 

(first and middle [if any]) 



JAMES E. 



Family Name 
or Surname 



BEECHAM 



Inventor's 
Signature 




Dale 



Residence: City 



LAS VEGAS 



State 



Country rjg 



Citizen ship ng 



Mailing Address 



Mailing Address 



2049 Glqrj.eta Lane 



City 



LAS VflfiftR 



State My 



ZIP RQ1 ^4 



Country nfi 



NAME OF SECOND INVENTOR: 



□ A petition has been filed for this unsigned inventor 



Given Name 

(first and middle fif any I) 



Family Name 
or Surname 



Inventor's 
Signature 



Date 



Residence: City 



State 



Country 



Citizenship 



Mailing Address 



Mailing Address 



City 



State 



ZIP 



Country 



D Additional inventors are being named on the supplemental Additional lnventor(s) sheet(s) PTO/SB/02A attached hereto. 



[Page 2 of 2] 



Please type a plus sign (+) inside this box 



PTO/SB/01 (10-00) 
Approved for use through 10/31/2002. OMB 0651-0032 
U.S. Patent and Trademark Office. U S. DEPARTMENT OF COMMERCE 



f I (UVl I f * w 1 * W W t IV I ^i* w U <wpl* wi • ■ *w» *^ * . -^ — , ' | ^ 1 

DECLARATION FOR UTILITY OR 
DESIGN 
PATENT APPLICATION 
(37 CFR 1.63) 

B Declaration □ Declaration 

Submitted OR Submitted after Initial 

with Initial f'!l n 2£ Ur ; C, ?f , 9 u 
Filing (37 CFR 1.16(e)) 

y required) 


Attorney Docket Number 




First Named Inventor 


JAMES E. BEECHAM 


COMPLETE IF KNOWN 


Application Number 


/ 


Filing Date 




Group Art Unit 




Examiner Name 


J 



As a below named inventor, I hereby declare that: 

My residence, mailing address, and citizenship are as stated below next to my name. 

I believe I am the original, first and sole inventor (if only one name is listed below) or an original, first and joint inventor (if plural 
names are listed below) of the subject matter which is claimed and for which a patent is sought on the invention entitled: 



METHOD, SYSTEM AND APPARATUS FOR AUTHORIZATION AND VERIFICATION OF D0CUf4ENTS 

(Title of the invention) 



the specification of which 
□ is attached hereto 



P was filed on (MM/DD/YYYY) 1Q6/Q9/1999 



as United States Application Number or PCT International 

(if applicable). 



Application Number flcTflJSSyifo*^ ,( *\*l was amended on (MM/DD/YYYY) | 

I hereby state that I have reviewed and understand the contents of the above identified specification, including the claims, as 
amended by any amendment specifically referred to above. 

I acknowiedqe the duty to disclose information which is material to patentability as defined in 37 CFR 1.56, including for continuation- 
in-part applications, material information which became available between the filing date of the pnor application and the national or 
PCT international filing date of the continuation-in-part application. 



I hereby claim foreign priority benefits under 35 ILS.C. 119(a)-(d) or 365(b) of any foreign application(s) for patent or inventor's 
certificate or 365(a) of any PCT international application which designated at least one country other than the United States of 
America 'listed below and have also identified below, by checking the box, any foreign application for patent or inventor's 
certificate or any PCT international application having a filing date before that of the application on which priority is claimed. 



Prior Foreign Application 
Number(s) 



Country 



Foreign Filing Date 
(MM/DD/YYYY) 



Priority 
Not Claimed 



Certified Copy Attached? 
YES NO 



□ 
□ 
□ 
□ 



□ 
□ 
□ 
□ 



□ 
□ 
□ 
□ 



□ Additional foreign application numbers are listed on a supplemental priority data sheet FTO/SB/02B attached hereto: 



I hereby claim the benefit under 35 U.S.C. 119(e) of any United States provisional application(s) listed below. 



Application Number(s) 



60/109,287 
60/131,014 



Filing Date (MM/DD/YYYY) 



11/20/1998 
04/26/1999 



1 | Additional provisional application 
numbers are listed on a 
supplemental priority data sheet 
PTO/SB/02B attached hereto. 



[Page 1 of 2] 

Burden Hour Statement: This form is estimated to take 21 minutes to complete. Time will vary depending upon the needs of the individual case. Any comments on 
the amount of time you are required to complete this form should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, Washington, DC 
20231 DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Assistant Commissioner for Patents, Washington, DC 20231 . 



